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How is a key firmware update made, even for different key generations?

A basic explanation on the subject of "firmware" (abbreviated to FW) can be found in this FAQ : What is the meaning of firmware?

If we have released key firmware (FW) for you, there are two things to note regarding the keys. There are two different key generations
that also have to be updated differently - generation 1 and generation 2. The information card of the key shows which firmware is
present in the key and which ASIC chip (generation 1 or 2) is installed there.

For Generation-1 (ASIC 1) keys, there is only single-digit firmware up to 6.x. Generation-2 (ASIC2) keys, on the other hand, have two-
digit FW from version 10.x upwards.
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The new firmware can be ordered via the trade partner. Itis provided by ASSA ABLOY Sicherheitstechnik GmbH via the CLIQ Data
Center (DCS) and the owners of the programming keys with the corresponding role receive an e-mail from the system. For hosting
systems and purchase systems with DCS connection, this FW is then automatically imported by the Web Manager.

I/.-—-\.\_\ v 07.08.2018 21:19

&3.4\ CLIQ™ Web Manager <noreply@cliq.assaabloy.com>

CLIQ™ Web Manager hat eine neue Firmware importiert
An HLa @

Firmware fiir Syvstem E7 1 wurde herunterzeladen.

Bitte folgen Sie dem Link unten, um die neve Firmware zu verwenden.
https:feligwebserver()3 assaabloy com/CLIQWebManager

Diese Tabelle enthilt weitere Informationen zu den impnrﬁarlen Firmware-Dateien
| Dateiname Version

|16.1.5 16.1.5

MES: E7 i
- Diese E-Mail wurde automatisch von CLIQ™ Web Manager gesendet

Update Generation-1 Key

For Generation 1 keys, there is the special feature that only one wall programming device can be switched to Updater mode. To do this,
a wall-mounted device is selected and changed over via "System info/Remote devices". Updater mode is only active if firmware has been


https://dach.assaabloy.com/de/en/cliq-software-faq?kategorie=76#eintrag_606

imported!
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The firmware is then activated/imported in the CLIQ Web Manager under Administration-Firmware.
Note: A manual import is only necessary if the CLIQ Web Manager is not connected to the CLIQ Data Center (DCS).
To use the current firmware, please press "Apply".

Firmware

Firmware import

Piease select a firmware file, and then press the
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This triggers a remote job on all affected Generation 1 keys (with lower firmware).
Tip: The administrator should inform the users accordingly to go to this one updater wall programming device.

Both the new firmware and the restoration of the time and locking authorisation are loaded onto the keys with a single insertion. This
takes some time. We recommend a notice on the corresponding wall-mounted devices.

Please be sure to wait until it beeps and the process is complete! If the key is removed too early, it is defective and must be replaced!
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Once all Generation-1 keys have received the new firmware, please reset the wall programming device to normal mode.
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Update Generation-2 Key

Then the administrator can start the update for Generation 2 key firmware. There are two differences here..

1. All wall programming devices can be activated simultaneously into updater mode as soon as the firmware is applied. The activation
can remain permanently in the system and only becomes active when a new firmware is imported.

2. If users remove an ASIC2 key too early during the upgrade process, the key may have lost its permissions. To regain them, the key
must be reinserted into the wall programming device. It is not defective.

If a key does not respond for an update on the 2nd attempt at the wall programming device, please remove the battery from the key
and insert it into a cylinder. This removes the residual power in the key and resets the key. Then reinsert the battery and insert the key
into the wall programming device again.



To activate the updater for ASIC2, only the checkbox in the WPD must be activated. This enables the WPD to perform FW updates for
ASIC2 keys if the corresponding FW for ASIC2 keys has been activated.

TIP: For large systems, it would make sense to activate only one unit at a time as an updater.
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